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The development of information technology makes it possible to use new opportunities in various spheres of
life for a wide range of users. Often, personal problems are required to solve urgent problems, this is necessary to
perform financial calculations, transfer funds from one card to another, to make utility payments and pay for goods
in foreign online stores, etc. Unfortunately, on the Internet spaces and in the WEB-space there are scoundrels and
dexterous swindlers who use various methods of deception to achieve their criminal goals. Our article is devoted
to the study of systems used to protect personal data on modern information spaces. In the work, the most common
methods of attacking encrypted data are studied in detail and presented. In addition, the problem of ensuring a high
level of security of cryptosystems was considered, and some recommendations for its improvement were formu-
lated. Our work can be useful for a wide range of users using information technology in everyday life.
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First of all, a few general considerations
about the safety of Internet browsing. Try
never to go to various other familiar sites
where you are offered “free cheese”. Remem-
ber, this is a trap. On such sites you can easily
pick up computer viruses or become a bait for
scammers. It can be a message that you have
become the heir of a rich relative in a distant
country, it may be a message that you need to
take away the winnings. There may be reports
of a desire to meet you, etc. Remember: all this
entails negative consequences and can lead to
the loss of your data, which later can be used
by scammers. Today, various methods are used
to protect information and our personal data,
including cryptography methods.

The art of cryptography has been of inter-
est to mankind since ancient times. Attempts to
create unique cipher combinations were made
at different times by the “great minds” of soci-
ety. To date, cryptographic knowledge is used
universally in virtually all spheres of human
life, especially in the virtual world. And in its
development, cryptography has reached its ap-
ogee today. In whatever time interval we have
not considered this phenomenon, its main goal
remains to this day unchanged — to protect in-
formation from unauthorized access. Is it pos-
sible to consider the developed cryptosystems
reliable? How in the current conditions of the
rapid development of information technology
can secure personal data? We will try to answer
the above questions in this work.

So, first of all, let us turn to the defini-
tion of the basic concepts. Cryptography, as
a rule, is understood as the “science of data
security, which searches for solutions to four
important security issues — confidentiality,
authentication, integrity and control of par-
ticipants in the interaction” [7, p. 56]. In this

case, security is achieved by converting exist-
ing information of one type into another, more
unique and “closed”, access to which is either
impossible or impossible, or very difficult.
This is due primarily to the fact that data pro-
tection is based on the creation of a so-called
“key” — “the specific secret value of a set of
cryptographic algorithm parameters that en-
sures the selection of one transformation from
the set of transformations possible for this al-
gorithm” [9, p. 72]. In turn, a cryptographic
algorithm is called “a set of rules that is used
to encrypt information, allowing to generate
encrypted text that can not be read without
decryption” [10]. Thus, a cryptosystem is, in
fact, “a family of reversible transforms that
can be selected with the help of a key, which
transforms the protected information block
into a ciphertext and vice versa” [7, p. 67].

There are many different types of crypto-
systems, based on the division of which are the
functions performed and the tasks assigned.
Today, cryptosystems are used to ensure the
secrecy of data, to authenticate their authentic-
ity, as well as to prevent unauthorized access to
a certain set of information [8]. In accordance
with this, three types of cryptosystems are dis-
tinguished.

In turn, cryptosystems designed to “hide”
information can be divided into encryption sys-
tems and cryptographic coding systems [8]. As
you know, encryption consists in “converting
data into an unreadable form using encryption-
decryption keys”. It is worth noting that en-
cryption is the oldest method of cryptography.
Recollections of this system were found by re-
searchers in the works of Aeneas Tacticus, dat-
ing from the IV century BC [1]. Cryptographic
coding has a slightly different character. It is
caused by the transformation of messages into
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message-dependent codes, depending on the
messages themselves, in order to hide their
content.

Cryptosystems of information authentica-
tion are divided into systems that help in estab-
lishing the authenticity of messages and sys-
tems, focused on establishing the reliability of
the information sources used (users, networks,
etc.) [8]. Here it is important to understand that
the methods of authentication of information
will be used different, depending on the condi-
tions that ensure the authenticity of the data.

The last kind — cryptosystems, which are
responsible for accessibility to a set of infor-
mation — today is not independent, but consists
of two of the above types.

Thus, many tasks put forward today in the
information world can be solved by using cryp-
tographic algorithms. As you can see, there is
a multitude of ways to protect sensitive data
from unauthorized treatment. But to what ex-
tent do the above systems meet the current re-
alities that prevail in the vastness of the info-
mir? Is it possible today to get by with existing
knowledge about data coding? Are these cryp-
tosystems reliable in the 21st century?

So, it is already proved that by applying
a sufficient amount of effort, it is possible to
crack any cryptosystem. The amount of time
is fully determined by the complexity of the
planned work. Along with the development of
cryptography as applied science, there is a con-
tinuous process of inventing more and more
new ways of hacking cryptosystems, which it
is not possible to list. But the most common
ones are listed below.

1. Attack aimed at encrypted text. This
method of “hacking” is one of the most dif-
ficult, because in this case the attacker oper-
ates with a minimum amount of information.
He tries to “unravel” the cipher by all possible
methods. The most banal in this case is the se-
lection method, which, by the way, today can
be implemented not by a person, but directly
by a “machine”, which uses certain programs
in its work.

a) Attack on “block” ciphers.

This method of obtaining the necessary
data is one of the simplest. It is known that
“block™ ciphers are applied to certain frag-
ments (blocks) of the text. In modern condi-
tions, block fonts are used for blocks of text,
the length of which is 128 bits. Encryption
of information occurs on the basis of the im-
plementation of 32-bit operations, which is a
significant drawback. After all, according to
a number of scientists, the use of such opera-
tions makes it almost impossible to obtain an

odd key. Thus, all “block” fonts generate even
combinations. Consequently, this makes it
easier for attackers: to build a simple discrimi-
nator based on the generation of possible even
combinations is not difficult. With regard to the
“breaking” of “block” fonts, the so-called “at-
tack with the solution of equations” is singled
out, the essence of which lies in the construc-
tion of linear and quadratic equations based on
the received fonts and their further solution.

2. Attack with known “open” text. This
method is relatively easy, because the attacker
already has not only encrypted, but also “open”
or original data. That is, the main goal here is
to find the necessary key. Based on the opera-
tions performed, such attacks can be, firstly,
autonomous. In other words, one in which a
previously prepared “open” text or a fragment
of it is processed by a cryptanalyst before ob-
taining the necessary ciphers. Secondly, the de-
scribed attack can be autonomous. In this case,
the “open” text is selected taking into account
the font received by the attacker. Autonomous
attack is more effective, efficient and efficient.

3. Attack on asymmetric cryptosystems. In
1975, an idea was put forward, based on the
mathematical knowledge of a one-way func-
tion, on the development of cryptosystems
with an “open” key, which provide a public
encryption algorithm, and therefore have sev-
eral keys: unclassified (encryption) and secret
(decryption). Hence the name of the systems
described is asymmetric [2]. To obtain the
data of these systems, it is most expedient
to apply the RSA algorithm (an abbrevia-
tion from the names of the creators Rivest,
Shamir and Adleman). Scientists drew atten-
tion to the fact that the keys (open, closed), in
fact, are functions of two large primes. It was
concluded that the receipt of plain text on the
available code and the “open” key is identical
to the process of decomposition of a number
into two factors. Thus, the protection of RSA
is due to the difficult operations of factoring
specific numbers.

Thus, today it is very difficult to give an
example of a cryptosystem that would not have
been hacked. How can I improve the level of
protection of personal information?

Traditionally, information security is com-
monly understood as “the protection of infor-
mation and supporting infrastructure against
accidental or deliberate natural or artificial im-
pacts, fraught with inflicting damage to owners
or users of information and supporting infra-
structure” [9, p. 85]. While the protection of
information is called “a set of activities aimed
at ensuring the confidentiality and integrity of
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information processed, as well as the availabil-
ity of information for users” [6, p. 45].

Very often security of cryptosystems is
compared to a strong chain, the reliability of
which directly depends on the quality of each
link. Drawing an analogy, you can see that
every element — key, protocol, etc. — must be
thoroughly thought out in the protected cryp-
tosystem. It has been scientifically proven that
cryptosystems in which the ciphertext does not
provide information about the “open” text are
the most secure. You can only send information
about the length of the latter. In this case, the
key should not be shorter than the main mes-
sage. As a rule, such a key does not provide
for reuse.

Speaking about the security of crypto-
systems, special attention should be given to
choosing a reliable cryptographic algorithm,
because, first of all, the level of protection of
information depends on this. So, you can refer
to already known algorithms that are published
in specialized publications, you can use the
services of professionals, profiled organiza-
tions, in rare cases, you can try to create your
own algorithm. In other words, when deciding
on the choice of an algorithm, it is necessary to
concentrate as much as possible, to approach
this issue in detail.

In order to increase the level of protection of
cryptosystems based on encryption, one should
perform block decoding, since in this case the
code used will not be displayed in computer
memory in an open form. It is also effective to
carry out encryption with feedback, in which
the key for decoding data depends on the in-
formation previously transmitted by the user.
Today, researchers talk about the high effec-
tiveness of using the “code in code” method.
When implementing this scheme, “part of the
protection mechanism is designed in the form
of a resident module, whose task includes,
for example, prohibiting writing to disk for
some time or monitoring segment registers for
changes” [5, p. 102]. To improve the level of
data security is positively affected by combin-
ing cryptographic methods with compression.
Separately, it is worth highlighting weak keys,
the use of which reduces the level of crypto-
graphic stability. To date, the problem of lack
of verification of keys by the above parameter
is quite common. Secure information can be
provided when storing the key separately from
the original data. Otherwise, even encryption,
carried out with the help of a crypto-stable al-
gorithm, is easily decrypted by intruders. Fi-
nally, the human factor plays an important role
in the protection of information. After all, only

the proper handling of the security system can
cope with the task. Errors here are highly un-
desirable.

Conclusions

I would like to note that although crypto-
systems today are important elements in the
protection of personal data, all methods of pos-
sible attacks have not been properly studied.
It’s hard to say what will happen over time,
after all, we should not forget that simultane-
ously with the development of cryptosystems
there is an improvement in the ways of “hack-
ing”, “interception” of ciphers, mortgages.
Thus, in the current conditions of information
gluten, the study of ways to ensure the reliabil-
ity of cryptosystems, the derivation on their ba-
sis of new options for preventing unauthorized
access to private data is of fundamental im-
portance, since it is already clear that existing
methods, which are being used everywhere,
quickly become obsolete, scammers continue
to search for new ones methods to deceive hon-
est Internet users.
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