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In the beginning of XXI century began to develop very quickly the science of Geoinformatics, in particular, 
geographic information systems. Geographic information systems allow to process large amounts of information, 
to combine data from different sources, combine different images of the earth surface and to obtain the result is 
ultra-precise maps. But here we are faced with certain problems of confi dentiality. There is a problem of information 
protection in geoinformation systems. Particularly acute issue of security of the functioning of GIS on the Internet. 
The paper discusses possible solutions to the problem of security of web servers, geographic information systems, 
and directions for further research on the subject.
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In the beginning of XXI century began to 
develop very quickly science Geoinformatics 
([2, 3]), in particular, geographic information 
systems (GIS) ([4, 5]). This was due to the fact 
that computing technology has reached a level 
where the solution to a specifi c computing task 
is not limited to the capacity of computers (par-
ticularly computers), and information transfer 
is conducted through the wide channels, that 
is, almost overcome the threshold of transfer-
ring large amounts of information needed for 
practical purposes.

In addition, there is a large amount of me-
dia, which are, on the one hand, capacious, on 
the other – have low access time and a suffi -
ciently large reliability. 

Summing it all up, we have the possibility 
of development of various information, in par-
ticular geographic information and technology.

We got the opportunity to explore satellite 
images of the earth’s surface [9], water and 
underground facilities. It is important here and 
space technology development, the emergence 
of new technologies of photography, scan ob-
jects with great precision.

Geographic information systems allow to 
process large amounts of information, to com-
bine data from different sources, combine dif-
ferent images of the earth surface and to obtain 
the result is ultra-precise maps.

For a specifi c user of the GIS can be indicat-
ed by its location on a map and can also be of-
fered the best route to reach a certain waypoint.

But these opportunities are geographic in-
formation systems are not exhausted.

We can make requests of various nature, 
and get answers to specifi c questions. For ex-
ample, we can fi nd out where you need to put 
the point to get the highest profi t. Or which area 
you need to build a hospital or school to meet 
the demand for the services of these institutions.

But here we are faced with certain prob-
lems of confi dentiality of information [1]. As 
a geographic information system available 
via the Internet, information from them may 
be known to an unlimited number of indi-
viduals. That is, there is access to high preci-
sion maps can be located of any object, be it 
a building, person or vehicle, it may be used 
to harm a certain group of persons. there is 
a problem of information protection in geo-
information systems.

Particularly acute issue of security of the 
functioning of GIS on the Internet.

Internet GIS is a system that performs 
basic manipulation with spatial data on 
a dedicated web-map server and providing 
this data to users via the Internet Protocol 
compatible with HTTP [1].

Consider the possible threats the Internet GIS.
First, it is an attack via the Internet to un-

authorized access, modifi cation or retention of 
information.

Secondly – unauthorized use of data ob-
tained through legal use of a GIS.

Thus, it is possible to select the following 
areas of protection:

1) maximum protection the Internet server 
from unauthorized access, changes and data hold;

2) giving users only the data, reuse of which 
in commercial products is eliminated [11].

Strategy to protect Internet servers is the re-
sponsibility of the security administrator of the 
Internet server. Additionally, you can use cryp-
tographic encryption to protect the map data.

Security Internet GIS depends largely on 
the security of the web server on which it is 
based. Consider the General protection of web 
servers. Highlight the following key issues 
protection [1].

1. Software upgrade web-server.
2. The use of specialized servers.
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3. Removal of unnecessary applications.
4. External Firewall.
5. The danger of remote administration.
6. Use routers with packet fi ltering.
7. Training of the personnel.
8. Separation of privileges.
9. Hardware solutions.
10. The intrusion detection system.
At the same time, with all the ease of use 

of the specialized map of the Internet servers 
identifi ed a number of shortcomings that hin-
der their use as servers, Internet GIS for the 
publication of public information. For exam-
ple, the use of standard Internet servers is only 
possible if the company has its own web server 
and can afford the licensing fees for the use of 
the map server. There are problems of high cost 
of product license and compatibility issues of 
different platforms.

In this case, it makes sense creating 
your own map server. It is possible to al-
locate two directions of implementation of 
the online map server:

● using standard GIS;
● self realization of the elements of the 

GIS Internet server.
You can suggest the following ways to pro-

tect information.
First, it must be authorized entrance in the 

geographic information system has great po-
tential in the Internet.

Second, information in a GIS must be 
transmitted over protected channels.

Thirdly, the secret items should not appear 
on the maps provided to persons having the 
right of access to classifi ed information.

Finally, the restricted information may be 
stored and transmitted in encrypted form.

Using these precautions, we can reduce the 
probability of intercept GIS information, and 
to prevent the harm from its dissemination.

Thus, we considered possible solutions to 
security problems of the web-server, geograph-
ic information systems, and directions for fur-
ther research on the subject.
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